NAMATKA ;
ANS OBYYAIOLLMXCS OB UHOOPMALIMOHHOM BE30MACHOCTM AETE

HENb3A

1. Bcem nogpsig coobuwaTb CBOK YacTHYK MHGOpMaUMo (HacToswme ums, daMmmnmio, TenedoH,
aZpec, HoMep LIKOMbl, a Takke doTorpacumm CBoU, CBOEW CEMbU U ApPYy3en);

2. OTKpbIBaTb BNOXEHHbIE (palnbl 3NEKTPOHHOW MOYThI, KOrAa He 3Haellb OTnpaBuTens;
3. [pybuTb, NpuanpaTtbCs, OkasblBaTb AaBIEHME - BECTU CeOs1 HEBEXITMBO U arpeCCHBHO;

4. He pacnopspkalnics OeHbramu TBOen cembu 6e3 paspelueHus cTaplmx - Bcerga cnpawmsan
poauTenen;

5. He BcTpevainca ¢ WNHTepHeT-3HAaKOMbIMU B pearibHOM XWU3HW - MOCOBETYWCS CO B3POCHbIM,
KOTOpPOMY [0BepsieLlb.

OCTOPOXHO

1. He Bce nuwyTt npaBay. YmTtaewb o cebe Henpasgy B WHTepHeTe - coobuwim o6 3TOM CBOMM
poauTENsM UMK ONeKyHaM;

2. MpurnawatoT nepenucbiBaTbCs, Urpatb, 0OMeHMBATLCA - NPOBEPb, HET NN NOLBOXA;
3. HesakoHHoOe konunpoBaHue ¢arinos B IHTepHETE - BOPOBCTBO;
4. Bcerpa pacckasbiBal B3pocribiM 0 npobrnemax B ceTu - OHM BCeraa nomoryT;

5. Vicnonb3y HacTpovku 6e3onacHOCTV M MPUBATHOCTU, YTODbLI HE MOTEPSTb CBOM aKKayHTbl B
couceTax n Apyrux nopranax.

MOXXHO
1. YBaxan gpyrux nonb3oBateneu;
2. Monb3yewbca MHTEpHET-UCTOYHUKOM - Aenan CCbISKy Ha Hero;
3. OTKpbIBaW TONBKO TE CCINKW, B KOTOPbIX YBEPEH;

4. ObwaTtbcs 3a NOMOLLLI B3pOCHbIM - POAWUTENW, ONeKyHbl M agMUHUCTPaLMs CalTOB Bceraa
NMOMOryT;

5. Mponan o6yyeHne Ha cainTe "CeTeBMYOK" 1 Nony4dn nacnopT LM poBoro rpaxaaHuHal



MHOOPMALIMOHHAA NAMATKA O5A OBYYAIOLLUXCA

C KaxablM rogoM MOJOOEXMN B MHTEepHEeTe CTaHOBUTbCA Oonblue, a LWKOMbHUKA OOHU U3 CaMbIX
aKTMBHbIX MONb3oBaTenen PyHeTa. Me>+</:|,y TEM, MNOMWMO OFpOMHOro KoJnun4decrtesa BO3MOXHOCTEN,
WHTEPHET HECET U I'IpO6J'IeMbI. OTa namsiTka gormkHa nomoyb Tebe 6e3onacHO HaXOAUTLCS B CETU.

KoMnbloTepHble BUPYCbI

KoMnbloTEpHbIA BUPYC - 9TO PasHOBWAHOCTb KOMMbIOTEPHbLIX MPOrpaMM, OTIINYUTENbHON
0COBEHHOCTBIO KOTOPOI ABNSIETCH CNOCOGHOCTL K pa3MHOXEHWI0. B fononHeHne Kk aToMy, BUPYChbl MOTYT
NOBPEAUTb WM MOMHOCTBI0 YHUUTOXWUTL BCe haiinbl M OaHHble, MOAKOHTPOrMbHbIE MOMb3oBaTento, oT
VMEHWN KOTOPOro Obina 3anylleHa 3apaXKeHHasi NporpaMma, a Takke NOBpPeauTb UMK OaXKe YHUUTOXMWTb
OMepaLMoHHYI0 CUCTEMY CO BCeMU (painiamu B LenoM. B GonblUMHCTBE Cry4aeB pacrnpoCTpaHstoTCs
BMPYCbl Yepes NHTEPHET.

MeTogbl 3aWmnThI OT BPE€OOHOCHbIX nNporpamMmm:

1. Ucnonbk3yit coBpeMEHHbIE OnepaLoHHbIE CUCTEMbI, UMEKLLNE CEPbE3HbIN YPOBEHb 3aLUNUThI OT
BPELOHOCHbIX NMporpamm;

2. TlocTtosiHHO ycTaHaBnMBanW navytm (undpoBble 3annatkv, KOTOpble aBTOMaTU4eckKu
yCTaHaBMnMBalOTCSA C Lenbio JopaboTku nporpammbl) U Apyrne obHOBREHWs CBOeW OonepaLMoHHOMN
cuctembl. CkaumBanm Mx TONbKO C oduuymanbHoro camta paspabotumka OC. Ecnu cywectByeT pexunm
aBToOMaTU4ecKoro obHOBNEHWS, BKIOYU €ro;

3. Pabotan Ha cBoeM KoMMNblOTEPE NOA NpaBamu MOMb30BaTens, a He agMuHUcTpaTopa. OTO He
no3BonnT GOMbLUMHCTBY BPEOOHOCHBLIX NPOrpaMM WHCTanMpoBaTbCs Ha TBOEM MNepCOoHanbHOM
KOMMbloTEpPE;

4. Wcnonb3yi aHTUBMPYCHble MpoOrpaMmHble NpOAYKTbl W3BECTHbIX Mpou3BoAUTenen, ¢
aBTOMaTU4YeCcKUM obHoBneHnem 6as;

5. OrpaHnyb usnyeckmin JOCTYN K KOMNbIOTEPY AN NOCTOPOHHMX MWL,

6. Ncnonb3yn BHeLWHWE HOCUTENW WHOPMaUWUKW, Takue Kak drewka, OUCK unu dann ms
WHTEPHETA, TONbKO U3 NPOBEPEHHBLIX MCTOYHUKOB,

7. He oTkpbiBal KOMNbIOTEPHbIE hainbl, NOMyYeHHbIE U3 HeHaOeXHbIX UCTOYHMKOB. [axe Te
cannbl, KOTOpble Npucnan TBOM 3HaKOMbIN. Jlyylle yTOYHM Y Hero, OTNPaBNsAn fiv oH Tebe ux.

Cetn WI-FI

Wi-Fi - aTO He BMA nepedaym SaHHbIX, HE TEXHOMOrus, a Bcero nuwb 6peHa, mapka. Ewe B 1991
rogy HuaepnaHackas komnaHusa 3apeructpuposana 6peng "WECA", yto o603Ha4ano crnoBocodeTaHme
"Wireless Fidelity", koTopbii nepeBoanTcs kak "6ecnpoBogHas TOYHOCTL".

[o Hawero BpemeHu gowna gpyras abbpeBuaTtypa, KoTopas SABMSIETCS TAKOW XXe TEXHOMOrmen.
OT10 abbpeBunatypa "Wi-Fi". Takoe HasBaHWe ObINO AaHO C HAMEKOM Ha CTaHAapT BbICLUEN 3BYKOBOM
TexHukn Hi-Fi, 4to B nepeBoae o3Ha4vaeT "Bbicokasi TOUHOCTL".

Oa, OecnnaTHbll WHTEpHET-goCTyn B kade, OTeNndx W asponoprax SBMSAETCA OTAMYHOW
BO3MOXHOCTbIO BbIXxOAa B MHTepHET. Ho MHorne akcnepTbl cuuTatoT, 4To obwepoctynHele Wi-Fi cetn He
ABnsATCA 6e3onacHbIMU.

CoBeTbl No 6e3onacHocTH paboTkl B 06LenocTynHbIX ceTax Wi-fi:

1. He nepegasan cBo nu4yHyto nHdopmMauuio Yepes obweaoctynHele Wi-Fi cetn. PaboTtas B Hux,
)XenaTenbHO He BBOAUTb NMaponu AOCTyna, NOTHbI U Kakme-To HOMepa;

2. Vcnonb3y n OOHOBMSIN aHTMBUPYCHble MporpamMmmbl M OpaHamayep. Tem cambiM  Thbl
obe3onacullb cebsi OT 3aKaykM BUpYyca Ha TBOE YCTPOMWCTBO;

3. Mpwu ncnonbsosaHmun Wi-Fi otkntoun gyHkumio "O6wmun goctyn K hannam v npuHtepam”. JaHHas
YHKUMSA 3aKpbiTa MO YMONYaHWUIO, OOHAKO HEKOTopble MOMb3oBaTeNny akTUBMPYIOT ee ans ygobcTtea
ucnonb3oBaHusa B pabote nnu yyebe;



4. He wncnonb3yn nybnuuHbin WI-FI ona nepefaunm nuuHbIX AaHHbIX, Hanpumep ANs BbiXo4a B
coumarbHble CETU UMW B SNIEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3awmieHHoe coeanHeHme vyeped HTTPS, a He HTTP, 1.e. npu Habope Beb6-
agpeca BBoau MMeHHo "https://";

6. B mobunbHoM TenedoHe oTknoum yHkumio "lMogknoveHne k Wi-Fi aBTomaTtuueckun". He
Aornyckam aBTomaTU4eCcKoro nogknoveHuns yctponcrtea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble ceTn

CounanbHble CeTUM aKkTMBHO BXOAAT B Hally XW3Hb, MHOrMe nwoau paboTalT M XKMBYT Tam
NnocTosHHO, a B Facebook yxe 3apermctpupoBaH Munnuapg 4YenoBek, YTO SBMSieTCs OOQHOW ceabMoW
BCEX XuTenew nnaHeTtbl. MHOrMe nonb3oBaTeny He NOHMMALOT, YTO MHpOpMaUus, pa3MeLLeHHas MK B
coumanbHbIX CETSAX, MOXET ObITb HaMAeHa U NCMONMb30BaHa KeM YrogHO, B TOM Yucie He obs3aTernbHo ¢
Bnarumn HamepeHuaMu.

OcHOBHble COBETbI N0 6e30MacHOCTU B coLManbHbIX CeTsX:
1. OrpaHn4yb CNUCoK Apy3ei. Y Tebs B Opy3bsX HE OOIMKHO ObITb Cry4alHbIX U HE3HAKOMbIX JIIOAEN;

2. 3awmianm CcBOK YacTHYK Xu3Hb. He ykasbiBar naponu, TenedoHbl, agpeca, gaty TBOEro
POXAEHUSA N OPYTYI0 NINYHYIO MHOpMaLMo. 3MOYyMbILLNIEHHMKM MOTYT UCMONb30BaTh Aaxe nHopmaumto
0 TOM, KaK Tbl M1 TBOW POAUTENU MNaHUpyeTe NPOBECTU KaHUKYIbI;

3. 3awwwan cBoto penyTaumio - AepXu ee B YMCTOTe U 3agaBan cebe Bonpoc: xoten 6bl Tbl, YTOObI
Apyrve nonb3oBaTenu BUAEnu, 4To Tbl 3arpyxaewb? [logyman, npexge 4em 4YTo-TO OnyGrimMkoBaThb,
HanucaTb U 3arpyaunThb;

4. Ecnv Tbl roBopullb C MHOAbMU, KOTOPbIX HE 3Haellb, He WCMONb3yi CBOe pearibHoe UMs U
APYryIo NINYHYI0 MHGOPMaLNUK: UMSI, MECTO XUTENbCTBA, MECTO y4ebbl U Npoyes;

5. Nsberan pasmelleHusi cotorpacdpmi B MHTepHeTe, roe Tbl M300pakeH Ha MEeCTHOCTU, MO
KOTOPOM MOXHO ONpeaenuTb TBOE MECTOMOSMOXEHNE;

6. lNpun peructpaumm B coumanbHOM ceTu HeobxooMMO MWCMONb30BaTb CrOXHbIE Naponu,
cocrosime n3 6yks 1 unp 1 ¢ KONMMYECTBOM 3HAKOB He MeHee 8;

7. Ona coumanbHOW CETU, MOYTLI M OPYrMX CaiToB HEeoBXOAMMO MCMOMNb3oBaTb pasHble Maposnu.
Tor,u,a ecnu 1ebs B3J1OMaK0T, TO 3/TI0YMbILLUNIEHHUKM nonydaT AOCTYN TOJIbKO K O4AHOMY MeCTy, a He BO BCe
cpasy.

OneKTpOoHHbIe AeHbIU

aﬂeKTPOHHbIe AO€EHbIN - 3TO O4YEHb y,D,O6HbIIZ crnocob nnartexemn, ogHako CyWweCTBYHOT MOLUEHHUKMN,
KOTOPbI€ XOTAT NOJy4NUTb 3TN OEHbIN.

aﬂeKTPOHHbIe OEeHbr'n NnosABUITNCb COBCEM HEJaBHO U UMEHHO U3-3a 3TON0 BO MHOIMMX rocygapcreax
00 C1X NOop He NponncaHo Npo HKUX B 3aKOHax.

B Poccumn xe oHM OYHKLUMOHUPYIOT M O HUX YXKe MPONucaHo B 3aKoHe, rae WX pasfensioT Ha
HECKOJSTbKO BWAOB - aHOHWMHbIE U HE aHOHUMHbIE. PasHuua B TOM, YTO @HOHUMHbIE - 3TO T€, B KOTOPbIX
paspellaeTtcs npoBoauTb onepaunn 6e3 uaeHTUdMKauum nonb3oBaTens, a B HEaHOHUMHbIX
naeHTudurkaums nonb3osatens AsnseTcs ob6s3aTensHON.

Tarke cnegyeT pasnuyatb 3NEKTPOHHbIE (brnaTHble OeHbIM (pPaBHbI FOCY4APCTBEHHBIM BanioTam) 1
9MEeKTPOHHble HedmaTHble AeHbIN (He paBHbl FOCY4apCTBEHHBIM BanioTam).

OcHoBHble coBeTbl Mo 6e3onacHomn pa60Te C 3J1EKTPOHHbIMW OEeHbramMmu:

1. MpuBsDKM K cHETY MOBUNBHLIV TenedoH. 3To cambivi yAoOHbIN 1 BLICTPBIN CNOCO6 BOCCTAHOBUTL
poctyn k cuyety. lNpuBsA3aHHbIN TenedoH MOMOXeT, ecnu 3abyaellb CBOWM NNaTeXHbIi Naponb unu
3angellb Ha canT C HE3HAKOMOro YCTPOWCTBA;

2. |/|Cﬂ0ﬂb3yl7l OHOpPa30BbIE MapoJin. Mocne nepexoga Ha yCUneHHy aBTOpuU3auunto Tebe yXKe He



OygeT yrpoxaTtb ONacHOCTb KpaXku Unmn nepexesaTa nnaTexHoro napons;
3. Bbibepu crnoxHbii naponb. [lpecTtynHukam OygeT He NpoCTO yrafaTb CrOXKHBIA Maposb.
HapgexHble naponu - 3To Naponu, KOTopble coaepXaT He MeHee 8 3HAKOB 1 BKIHOYAKOT B ce0s1 CTPOYHbIe

W nponucHble OykBbl, UMPPbI W HECKONMbKO CUMBOMOB, Takume Kak 3HaK gonnapa, ¢yHTa,
BOCKMNMUATENbHbIN 3HaK 1 T.n. Hanpumep, $tRONng!;;

4. He BBOOM CBOU NNYHbIE OAHHbIE HA calTax, KOTOPbIM HE AOBEpPSiELLb.
OneKTpPoOHHas no4Ta

OneKTpoHHas noyTa - 3TO TEXHOSMOrMst M NpedocTaBnsieMble €K YCIyrn Mno Mepechbisike U
NMONYyYEHNIO 3NEKTPOHHbIX COOBLLEHWN, KOTOpble pacnpefensiTcsa B KOMMbioTepHon ceTu. OBblYHO
3NEKTPOHHbIA MOYTOBLIA ALMK BbINSAUT cnefylowmMm obpa3oM: MMsi_Nonb3oBaTend@umMs_AOMeHa.
Tarkke KpomMe nepegaydm NPoCcToro TeKCTa, MMeeTCsl BO3MOXHOCTbL nepefasaTbh hansbl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ 3NeKTPOHHOW NOYTON:

1. Hapgo BbiOpaTb nNpaBWmbHbBIA MOYTOBLIA CepBUC. B WHTepHeTe €ecTb OrpoMHLIN  BbiGOP
BecnnaTtHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Ny4lle OBEPSATb TEM, KOro 3HaeLUb U KTO NEPBbLIA B PENTUHTE;

2. He ykasbiBam B nNMYHOW noyTe nuWYHY0 WHpopmaumo. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIN_aHat@" nnm "pok2013" BmecTo "Temal3";

3. Wcnonb3ayii aByxaTanHyto aBTopu3auuio. 3TO Korga MOMKWMO Mapornisi HYXHO BBOAMTb Kop,
npucbinaemein no SMS;

4. Bbibepn cnoxHbelr naponb. [ns Kaxgoro MOYTOBOro fAuiMka AOMMKEH OblTb CBOW HaAEXHbIN,
YCTOMNYMBBIN K B3fIOMY Naporb;

5. Ecnn ecTb BO3MOXHOCTb HanucaTtb camMomy CBOW JINYHbIN BOMpOC, VICI'IOJ'Ib3yl7I 9TY BO3MOXHOCTDb;

6. Vlcnonb3yn HEeCcKOnbKO MOYTOBbIX AWMKOB. [MepBbln AnNs YacTHOW Mepenucku ¢ agpecatamu,
KOTOpbIM Tbl AOBepsielb. OTO SMEKTPOHHbI agpec He Hago MCnonb3oBaTb MpU perncTpauumn Ha
dopymax n canTax;

7. He oTkpbiBan cainbl n gpyrue BAOXEHUA B NUCbMax, Aaxke €Criv OHU NPULLNK OT TBOMX APY3EN.
Jlydwe yTouHn y HUX, oTNpaBnsanu nu oHn Tebe atn dannsi;

8. lNMocne okoH4YaHUsA paboTbl Ha MOYTOBOM CEPBMCE Nepen 3akpbITUEM BKMNagKM C CauTOM He
3abygb HaxaTtb Ha "BeiiTn".

KnbepOynnuHr unu BupTtyanbHoe usgeBatenbCTBO

KnbepbynnuHr - npecrnegoBaHue cooOweHusMu, cogepxawmmm ockopbneHus, arpeccuio,
3anyrmBaHue; XynmuraHcTeo; coumnarnbHoe 6OI7IKOTI/IpOBaHI/Ie C NOMOLbIO pasfmiMyHbIX UHTEPHET-CEePBUNCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kMbepbynnuHrom:

1. He 6pocaiica B 6oi. Jlyqwmnii cnocob: nocoBeToBaTbCS kak cebsi BECTU U, €CNN HET TOro, K KOMY
MOXHO 06paTuTbCs, TO BHadvane ycrnokoutbcd. Ecnv Tbl HayHewb oOTBeyaTb OCKOpONeHusaMn Ha
ockopbneHns, To TOMbKO eLle Bonblue pasoxKellb KOH(AKKT;

2. YnpaBnan csoen kubeppenyTtauuen;

3. AHOHMMHOCTb B CETU MHUMaS. Cyu.l,eCTByIOT cnocobbl BbISICHUTb, KTO CTOMT 3a aHOHWMHbIM
aKKayHTOM;

4. He cTtouT BecTu XynuraHckum obpas BUPTyanbHOM >XWU3HW. VIHTepHeT duKcupyeT BCe TBOM
AeNCTBUSI U COXpaHsaeT ux. YaanuTb ux OyaeT kpariHe 3aTpygHUTENBHO;

5. Cobniogali cBO BUPTYarbHY0 YeCTb CMOJoAY;

6. WrHopupyh egumHuuHbIn HeratwuB. OpHoOpa3oBble OCKOpPOUTENbHbIE COOOLIEHUA nydile
urHopupoBatb. O6bIYHO arpeccus nNpekpaLlaeTcs Ha HavyanbHON CTaauu;



7. BaH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMW COOGLLEHMSIMU, B COLMANbHbIX CETAX
€CTb BO3MOXHOCTb BrTOKMPOBKM OTMNPaBKM COOBLLEHNI C ONpeaeneHHbIX aapecoB;

8. Ecnu Tbl cBugetenb kubepGynnuHra. TBou AeiCTBUS: BbICTYNUTL MPOTUB MNpecriefoBaTens,

noKasaTb €My, 41O ero OEeNCTBMSA OLIEHMBAKOTCA HEraTuBHO, noagepXaTtb XepTay, KOTOpOVI HY>XXHa
ncmxoniormyeckas NoMoLLb, CoobLWNTL B3pPOCJ1bIM O (baKTe arpeccmBHOro noeegeHmna B ceTn.

Mo6unbHbIN TenegoH

CoBpeMeHHble CMapTgOHbl 1 MnaHLWweTbl codepxaT B cebe BMofiHE B3pOCIbI yHKUMOHAN, U
Tenepb OHWM MOTYT KOHKYPUPOBaTb CO CTaUMOHapHbIMK KoMMbloTepamu. OgHako, CpeacTB 3aluThl Ans
NoAoGHbIX YCTPOWMCTB MOKa OYEHb Mano. TeCTUpoBaHUE M NMOUCK YSI3BUMOCTEN B HUX NPOUCXOOUT He Tak
MHTEHCKBHO, kak Ans MK, To e camoe KacaeTcsi 1 MOBMITbHBIX MPUIOXEHWIA.

CoBpeMeHHble MOOUITbHbIE Opay3epbl Yke NPaKTUYEeCKU OOrHanM HacToflbHble aHarnoruM, ofgHako
paclmpeHne yHKLMOHana BrneyeT 3a cobon 60nbLIy0 CNOXHOCTb U MEHbLLYIO 3aLUULLIEHHOCTb.

[aneko He Bce NPOM3BOAMTEN BbiNyCKalOT OGHOBMNEHUS, 3aKpbIBAIOLLNE KPUTUYECKUE YA3BUMOCTM
AnNs CBOMX YCTPOMUCTB.

OcHoBHble coBeTbl Anst 6e3onacHOCTN MOBUNBHOIo Teﬂe(bOHaZ

Hunyero He saBndetca no-Hactosiwemy 6ecnnatHeiM. Byaob ocTopoxeH, Begb kKorga Tebe
npegnaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKMe-TO NnaTHbIE YCIyry;

Oymaii, npexge 4yem otnpaBuTb SMS, doTo nnn Buaeo. Tbl TOYHO 3Haellb, FAe OHW OyayT B
KOHEYHOM utore?

Heobxoaumo o6HOBNSATL ONEpPaLMOHHYH0 CUCTEMY TBOEro CMapTdOoHa;
Vcnonb3yih aHTUBUPYCHbIE NpOrpaMmbl Ans MOBUIbHbIX TenedgoHoB;

He sarpyxai npunoxeHns oT HEN3BECTHOrO NCTOYHKKA, BEA4b OHWU MOTYT CodepXaTb BPeAoHOCHOe
nporpaMMHoe obecneyeHue;

lNocne TOro Kak Tbl BbIMAELWb C calTa, rae BBOAUI NUYHYIO MHGOPMaLMIO, 3angn B HACTPOMKU
Opaysepa u yganum cookies;

Meprognyeckn NpoBepsii, Kakne nNnaTHble YCNYrn akTBMPOBaHbl HA TBOEM HOMEPE;

[aBaii cBoii HOMep MOOWMbHOroO Tered)oHa TONbKO JOOSM, KOTOPbIX Thl 3Haelb W KoMy
[oBepsellb;

Bluetooth gormxeH ObITb BbIKNtOYEH, KOrAa Thl UM He nonb3yelbes. He 3abbiBan nHorga npoBepsATb
aTo.

Online urpsbi

COBpeMeHHbIe OHJ'IaI?IH-I/IprI - 9TO KpacCo4Hble, 3axBaTbiBawOLline pa3Blie4eHUA, obbeguHsaLwme
COTHM ThbICAY 4YenoBeK No BCcemMy Mupy. VIFpOKl/I ncenenywT OaHHbIN UM Mup, obwatotcs opyr ¢ opyrom,
BbINONMHAKT 3afdaHund, cpaxXarTcd C MOHCTpaMu U nony4yaroT OnbIT. 3a yOoBOJIbCTBUE OHU NNaTAT:
NoKynakT AUCK, onfiadvynBaroT aboHeMeHT nnn r|p|/|o6peTar0T Kakune-T1o onuun.

Bce ot cpeactsa uayT Ha nogdeplkaHue U pasBUTUE Urpbl, a Takke Ha caMmy 6GesonacHOCTb:
COBEpLUEHCTBYIOTCA CUCTEMbl aBTOPU3ALMK, BbIMYCKAKOTCA HOBble MatyM (UMdpoBble 3annaTtku Ans
nporpamm), 3aKpbiBaloTCs YA3BUMOCTU CEPBEPOB.

B nogoGHbIx urpax CToUT onacatbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXwu TBOEero
naposns, Ha KOTOpoOM OCHOBaHa cuctemMa aBTopusauum OonblUMHCTBA urp.

OcHoBHbIe coBeThbI MO 6€30MacHOCT TBOEro UFPOBOro akKayHTa:

1. Ecnu gpyroi urpok BedeT cebs Mroxo unu cosgaet Tebe HenpusiTHOCTU, 3abroKUpyi ero B
CMCKe UrPOKOB;



2. I'I0>Kany|7|c;| agMUHUCTpAaTopamM WUrpbl Ha MJiOXoe noBegeHne 3TOro WUrpoka, xenaterbHo
NPUNOXNTb Kakne-To JoKkasaTesibCTBa B BUOEe CKPUHOB;

3. He ykasbiBaln Nn4Hy0 MHopmMaumio B npodpaine urpbl;
4. YBaxaw gpyrux y4acTHUKOB MO urpe;

5. He ycTaHaBnmBan HeodumumanbHble naTtyn u Moapl;

6. Vicnonb3yi CnoXHble U pasHble Naponu;

7. Oaxe BO Bpemsi Urpbl He CTOUT OTKMOYaTb aHTMBMpPYC. [oka Tbl Urpaelb, TBOW KOMMbIOTEP
MOryT 3apasuThb.

PUWKHT nnu KpaXxa NINYHbIX OaHHbIX

OOblvHOWM Kpaxken AeHer U OOKYMEHTOB CErofHsl Y)Xe€ HWKOro He yAMBULLbL, HO C PasBUTMEM
WHTEPHET-TEXHONOMNIA 3MOYMBILMEHHUKN NEPEMECTUNUCL B WMHTEPHET, U NPOAOIDKaT 3aHMMaTbCA
"NnodmumbIM" genom.

Tak nosiBMNacek HoBas yrposa: MHTEPHET-MOLUEHHMYECTBA MM DULLIMHF, FNaBHas Lenb KOTOPOro
COCTOUT B MOMyYEHMM KOHUOEHUMAmNbHbLIX AaHHbIX MONb30BaTenen - NOrMHOB M naponen. Ha
aHrnuickom a3sbike phishing untaetcs kak duwmHr (ot fishing - ppibHasa noens, password - naponb).

OcHoBHble coBeTbl N0 60pbbe ¢ PULLIMHTOM:

1. Cnegu 3a cBoMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSI aHKeTa Obina B3noMaHa, To
HeobxoaMMo 3abrokMpoBaTh ee U COOOLWMTbL aAMUHUCTPATOpPaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. VlCFIOJ'Ib3y17I Ge3onacHble Be6-canTbl, B TOM 4ncre, WHTEPHET-MarasmHoB U NMONCKOBbIX CUCTEM;

3. Wcnonb3ym cnoxHble wn pasHble naponu. Takum obpasom, ecnm Tebs B3nomMawT, TO
3MOYMBILLAIEHHUKM MONyYaT AOCTYN TOMbKO K OQHOMY TBOEMY NPOdUIII0 B CETU, @ HE KO BCEM;

4. Ecnn Tebsa B3nomanu, To HeobxoAuMO npedynpeauTb BCEX CBOMX 3HAKOMbIX, KOTOpble
pobaBneHbl y Teba B Apy3bsx, O TOM, 4YTO Tebs B3noManu W, BO3MOXHO, OT TBOero mmeHu 6yget
paccbinaTbCs Cnam U CCbIfKM Ha (PULLMHIOBbLIE CaNThbl;

5. YctaHoBu HagexHbI naporb (PIN) Ha MOGunbHbIM TenedoH;
6. OTkno4m coxpaHeHue napons B 6paysepe;

7. He oTkpbiBan annbl 1 Apyrne BrOXeHUA B NMCbMax, AaXe eCnu OHW NPULLIY OT TBOUX ApY3en.
Jlydlie yTouHM y HWX, OTNPaBNSAnmM N oHu Tebe aTn danneol.

LUundpoBas penytaums

LindpoBas penytaums - 3TO HeratMBHas unNu Mno3MTUBHAsA WHdopMaums B cetn o Tebe.
KomnpomeTupyowas wuHdopmaums, pasmelleHHas B WHTepHeTe, MOXeT cepbe3HbiM obpa3om
OTpasnTbCs Ha TBOEW peanbHOW >XM3HW. "Liudposas penytaums” - 370 TBOW UMUAX, KOTOPLIA
dopmupyeTcsa 13 uHdopmauum o Tebe B MHTEpHeTe.

TBOE MecTo XWUTenbcTBa, y4ebbl, TBOE (UHAHCOBOE MOMoXeHWe, OCOBEHHOCTV XxapakTtepa U
pacckasbl 0 6rn3kMx - BCE 3TO HaKannmMBaeTcsl B CETU.

MHorne noapoCTKM NErkoMbICIIEHHO OTHOCATCA K NyOnukauuym nu4Hon uHdopmauum B MIHTepHeTe,
He NMoHMMasa BO3MOXHbIX NocrneacTBun. Thl gaxe He CMOXelWb goragatbCa O TOM, YTO dpoTorpadms,
pasmMeLleHHasa 5 neT Hasag, cTana NPUYNHOM oTKasa NpuHATL Tebst Ha paboTy.

KommeHTapun, pasmelleHne TBouX dotorpadunii n gpyrne OencTBUA MOTYT HE UCYE3HYTb Aaxe
nocne Toro, Kak Tbl UX yAanuwb. Tbl HE 3HaelWb, KTO COXpaHWn 3Ty MHgopMauuto, nonana nM oHa B
MOMCKOBbIE CUCTEMbI W COXpaHUNacb Ny OHa, a rMaBHOE: YTO MOoAyMalT O Tebe OKpyxarwliue Noau,
KOTOpble HangyT 1 yBUAAT 3T0. Hantu nHdopmaumio MHOro neT CnycTst CMoXeT fiiobow - kak u3 gobpbix
nobyXgeHun, Tak n ¢ HaMepeHMeM NPUYNHUTE Bped. OTO MOXET ObITb KTO YrogHo.



OcCHOBHble COBETbI MO 3alUMTe LdPOoBOI penyTauuu:

1. Nogyman, npexae Yyem 4To-TO NyGnMKoBaTb U NepedaBaTb y cebs B 6nore nnm B coumanbHOn
ceTtu;

2. B HacTporkax npocuns ycTaHOBM OrpaHUYEeHUs Ha MPOCMOTP TBOEro npodunss u ero
COOEepPXMMOro, caenan ero Tonbko "gnsa apysen”;

3. He pasmewann n He ykasbiBa MHMOPMaLMIO, KOTOpas MOXET KOro-nmbo ockopbnsaTb unu
obwmxaTtb.

ABTOpCKOe npaBo

CoBpeMeHHbIe LIKOSNBbHUKM - aKTUBHbIE MOnb3oBaTenu LUndpoBoro npoctpaHcTea. OgHako ganeko
He BCe 3HalT, YTO MOSb30BaHNE MHOMMMW BO3MOXHOCTAMU LndpoBoro Mmupa Tpebyet cobniogeHms npas
Ha MHTENNeKTyanbHy COBCTBEHHOCTD.

TepMUH "MHTENnekTyanbHasti COOCTBEHHOCTL" OTHOCUTCS K pasfiUYHbIM TBOPEHUSAM YEITOBEYECKOro
ymMa, HauMHas ¢ HOBbIX M300OpeTeHn n 3HaKoB, 0603HaYaoLWUX CO6CTBEHHOCTb HA NPOAYKTHI 1 YCNyru, 1
3aKaH4yuBasi KHUramm, potorpadusiMn, KUHOPUNBEMaMN N My3blKanbHbIMU NPOU3BEOEHUSMNA.

ABTOpCKME MpaBa - 3TO MpaBa Ha MHTENNeKTyanbHYyl COBCTBEHHOCTb Ha NPOW3BEAEHUS HayKw,
nuTepaTypbl M UCKycCTBa. ABTOPCKME nMpaBa BbICTYNAalOT B KavyecTBe rapaHTuM TOro, u4TO
WHTENMeKTyanbHbI/TBOPYECKNA Tpyg aBTopa He OyaeT HanpacHblM, AacT eMmy crnpaBeanuBble
BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTtax CBOero Tpyaa, NOofyyYnTb U3BECTHOCTb W Mpu3HaHue. HukTo
6e3 paspelleHus aBTOpa He MOXEeT BOCNPOM3BOAWUTbL €ro NpousBedeHne, pacnpocTpaHATb, Ny6nnyHo
AEMOHCTpUpOBaTb, NpodaBaTb, WMMOPTUPOBATb, MyckaTb B Npokat, MybnnyHO WCMOMHATb,
NnokasblBaTb/MCNONHATL B adhmpe unm pasmeLlaTs B IHTepHeTe.

VMcnonb3oBaHue "nupatckoro” nporpaMMHOro obecneyeHms MoxeT NpUBECTU K MHOTMM puckam: oT
noTepun AaHHbIX K TBOUM akkayHTam A0 GrOKMPOBKM TBOEro YCTPOWCTBA, rae YCTaHOBMEHa HerneranbHas
nporpamma. He cTtouT Takke 3abbiBaTb, YTO CYyLWECTBYIOT feranbHble M GecnnaTHble nporpammbl,
KOTOpble MOXHO HaWTK B CETU.

O noprane
CeTeBMYOK.pd - TBOW rMaBHbIN COBETUYUK B CETU. 34€Cb Thl MOXELUb Y3HaTb O 6€30NacHOCTM B CETU

MOHATHBIM U AOCTYMHbLIM S3bIKOM, @ NPU BO3HWKHOBEHMMW KPUTUYECKOW CUTYaL MM oOpaTuTbCs 3a COBETOM.
A TaKKe NPUHSITb y4acTUe B KOHKypcax U cTaTb camblM LUPOBbLIM rpaxaaHnHoMm!



