NHOOPMAIIMOHHASA TAMSATKA
JJIs1 OBYUYAIOIIIUXCA

C xaXJIpIM TOJIOM MOJIOZICKH B UHTEPHETE CTAHOBUTHCS OOJIBIIE, A IIKOJIBHUKU OJJHH U3 CaMbIX
AKTUBHBIX IOJIb30BaTeNnell Pynera. Mex iy T€M, IOMHUMO OTPOMHOTO KOJIMYECTBA
BO3MOXHOCTEH, UHTEPHET HECET U MPOoOsIeMbl. DTa MaMATKa JOJKHA IOMOYb Tebe 0e30macHo
HaXOJUTHCSI B CETH.

KommnsrorepHsie BUpYCHI

KoMmbroTepHbIii BUPYC - 3TO pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOrPAMM, OTINYUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBJIIETCSI CHOCOOHOCTH K pa3MHOXKEHHI0. B nonogHeHne K aTomy,
BUPYCHI MOT'YT HOBPEJUTH WM MOJHOCTHIO YHUUTOXKUTD Bee (Dailiibl M TaHHBIE,
MOJAKOHTPOJIbHBIE M0JIb30BATENI0, OT UMEHHM KOTOPOTro Oblila 3amylleHa 3apaXxeHHasi mporpamma,
a TaKKe MOBPEIUTh WIN Ja’Ke YHUUTOKUTh ONEPAllMOHHYIO CUCTEMY CO BCEMH (ailiaMu B
1enoM. B 6obpIInHCTBE CilydaeB pacpOCTpaHsSIOTCs BUPYChl Yepe3 UHTEPHET.

MGTO)IBI 3alIUTBI OT BPEAOHOCHBIX MPOTrpaMM:

1. Ucnionp3yi COBpEMEHHBIE OTIEPAIMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIN YPOBEHD 3AIUTHI
OT BPEIOHOCHBIX TIPOTPAMM;

2. IlocTosHHO ycTaHaBnMBal nadytu (U poBbIe 3aJIaTKU, KOTOPble aBTOMATUYECKU
YCTaHABIUBAIOTCS C IENIBIO JOPAOOTKH MIPOTPaMMBbI) U IpyTrue OOHOBJIEHUS CBOSH
omnepanroHHoi cucteMbl. CkaunBail UX TOJIbKO ¢ ouIMaabHOTO caita pazpaborunka OC. Ecnu
CYIIECTBYET PEKHUM aBTOMATHYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. PaboTaii Ha CBOEM KOMITBIOTEPE IO/ IPaBaMu TOJIb30BATENIA, a HEe aIMUHUCTPATOpa. ITO HE
MO3BOJIUT OOJILIIMHCTBY BPEJOHOCHBIX MPOTPaMM MHCTANIMPOBATHCS HA TBOEM MEPCOHATBHOM
KOMIIBIOTEPE;

4. Vcrionb3yi aHTUBUPYCHBIC IPOIPAMMHBIE ITPOIYKTHI H3BECTHBIX POU3BOAMTENICH, C
ABTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub GpU3NYECKUN TOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIMIL;

6. Ucrnonb3yil BHEIIHUE HOCUTENH HH(DOpPMAIINK, TaKue Kak (iemika, TUCK win (aiin u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HICTOYHHUKOB;

7. He oTkpbiBaii KoMIbOTepHBIE (Daiiiibl, HOTYyYSHHbIEC U3 HEHAICKHBIX HCTOYHUKOB. Jlaxke Te
(aiinbl, KOTOpBIE MpUCIal TBOW 3HAKOMBIN. JIydIie yTouHu y Hero, OTIPaBIIsLI JId OH TeOe HX.

Cetu WI-FI

Wi-Fi - a0 He Bu mepeauu JaHHbBIX, HE TEXHOJIOTHs, & BCEro JIUIIb Open, Mapka. Eme B 1991
roJly HUJepiaaH/cKas KoMnanus 3apeructpuponana opersr "WECA", uro 0603Ha4ano
cioBocouetanue "Wireless Fidelity", koTopslit nepeBoauTcs Kak "GecripoBoiHas TOYHOCTH'.

Jlo Hamero BpeMeHH Jolia apyras abopeBuarypa, KoTopas sSBJISIETCS TaKOH K€ TEXHOJIOTHEH.
Oto abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO 1aHO ¢ HAMEKOM Ha CTaHIAapT BBICIIECH
3ByKkoBoii TexHukHu Hi-Fi, uTo B mepeBosie 03HayaeT "BbICOKast TOUHOCTh .



Jla, 6ecrutaTHBIA HHTEPHET-IOCTYII B Kade, OTENAX U a3pONopTax SIBJISAETCS OTIMIHOM
BO3MO’KHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE 3KCIIEPThI CYMTAIOT, YTO o0mmenocTynasie Wi-
Fi cetn He sBisitoTCst 6€30TaCHBIMU.

CoBetsl 110 0€30MaCHOCTH pabOTHI B 00LIeNOCTYMHBIX ceTsix Wi-fi:

1. He mepenasaii cBoro Tn4aHyr0 nHGOpManuto yepes odmenocrynubie Wi-Fi cetu. PaboTas B
HHUX, KCJIAaTCJIbHO HC BBOAUTH ITAPOJIU AO0CTYyIIA, JIOTHUHBI U KAKHC-TO HOMEPA,

2. Vcnionb3yit 1 0OHOBIIAN aHTUBUPYCHBIE IPOrpaMMBbl U OpaHamayep. Tem cambIM Thl
oGe3omacuIb ce0st OT 3aKa4KK BUPYyca HAa TBOE YCTPOHCTBO;

3. Ilpu ucnonwzoBanuu Wi-Fi otkmroun dynakiumio "OO0muit qoctyn K daiaam u npuHTepam'.
Jannast QyHKIMS 3aKphITa IO YMOJTUYaHUIO, OJTHAKO HEKOTOPHIE T0JIb30BATEIN aKTUBUPYIOT €€
TSt ynoOCTBa MCTOJIb30BaHus B paboTe uin yuede;

4. He ucnone3yit myonuunsiii WI-FI 1 nmepeaaun TMUHBIX TaHHBIX, HAIPUMED VI BBIXOJA B
COIIMAJIBHBIE CETH WJIU B DJIEKTPOHHYIO TIOYTY;

5. Ucnonw3yit Tonpko 3ammuiiennoe coenqunenne yepe3 HTTPS, a ue HTTP, 1.e. npu nHabope
BeO-aapeca BBOAM uMeHHO "https://";

6. B MoObunsHOM Tenedone otkimoun pynkuuio "Iloaknouenne k Wi-Fi apTomatudecku". He
JOTTyCKail aBTOMaTHYECKOTO TOAKITIOYCHHS YCTpoicTBa K ceTsiMm Wi-Fi 6e3 TBoero cormacusi.

ConanbHbIe CeTU

ConuanbHble CETH aKTUBHO BXOJST B Hally )KM3Hb, MHOTHE JIOAU pabOTAIOT U )KUBYT TaM
MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUUIHAp/A YEIIOBEK, YTO SIBJSETCS OJHON
celbMOM Bcex KuTelie TianeTsl. MHOTHE M0Ib30BaTeNy He MOHUMAIOT, YTO HH(popMalus,
pa3MenieHHas MU B COLIMANIbHBIX CETAX, MOXKET ObITh HalZIeHa U UCIOJIb30BaHa KEM YrOJIHO, B
TOM 4HcJIe He 0053aTeNbHO ¢ OJIariMU HAMEPEHHUSIMH.

OCHOBHBEIE COBETHI 110 0E€30TIaCHOCTH B COLMaJIbHBIX CETAX:

1. Orpannyb ciucok Apy3eil. Y Teds B Ipy3baxX HE JIOJDKHO OBITh CIy4alHBIX U HE3HAKOMBIX
JIIOCH

2. 3amuiail cBO0 4acTHYIO *Hu3Hb. He yka3biBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POKIIEHUS U JPYTYIO JTUUHYIO HHPOPMAIUIO. 3T0YMBIIIICHHUKH MOTYT HCIIOIb30BaTh JAXKe
MH(OPMALIHIO O TOM, KaK Thl ¥ TBOHM POJIUTENHN TUIAHUPYETE MPOBECTU KaHUKYJIBI,

3. 3am1/1ma171 CBOIO pCIIyTAlHIO - ACPIKHU €€ B HUCTOTC U 3aJ1aBait cebe BOIIPOC: XOTCII OBl ThI,
YTOOBI APYrue moJib30BaTCiiu BUACIIN, YTO Thl 38.pr)1(8.€].].[]5? Honwaﬁ, MMpeKKAC UEM YTO-TO
Ol'[y6J'II/IKOBaTB, HAIuUcCaThb U 3arpy3uTh,

4. Ecimm ThI roBopuiib C JIFOAbMHU, KOTOPLIX HE 3HACIIb, HE HCHOJ’IB3y1>i CBOC PCAJIbBHOC UMS U
APYTYIO JINYHYIO I/IH(I)OpMaI_II/II/II HUMs, MECTO KHUTCIILCTBA, MCCTO y‘ICGBI " 1Ipouce;

5. N36eraii pazmemenus gotorpaduii B UnTepHeTe, rie Tl H300paskeH Ha MECTHOCTH, T10
KOTOPOU MOYHO OIPEAEIUTE TBOE MECTOIIOJIOKECHHUE;



6. [Ipu perucrparyu B COIMAILHON CETH HEOOXOAMMO UCTIOIH30BATh CIOKHBIC MTAPOJIH,
cocTosiue U3 OyKB ¥ UQP U C KOJTUIECTBOM 3HAKOB HE MEHEe §;

7. A51g conManbHOM CeTH, MOYTHI ¥ IPYTUX CAUTOB HEOOXOMMO MCIIOJb30BaTh PA3HbIE APOJIH.
Torna ecnu Te0st B3IIOMAIOT, TO 3JI0YMBIIUICHHUKH MOJIy4aT JOCTYI TOJBKO K OTHOMY MECTY, a
HE BO BCE cpasy.

DNEeKTPOHHBIEC IEHBIU

DNEeKTPOHHBIE JCHBIH - 3TO 0YEHB YAOOHBIH Ccrtoco0 TuIaTeel, 0JHaKO CYIIECTBYIOT
MOIICHHWKHU, KOTOPBIC XOTAT NOJYYHUTH 3TU ACHBLI'U.

SJIGKTpOHHBIC JCHBI'N ITOABHIIMCH COBCEM HEAABHO M1 UMCHHO HM3-3a 3TOI'O BO MHOTHX
rocyaapCrBax 10 CHUX IIOP HE NPOIHCAHO PO HUX B 3aKOHAaX.

B Poccun sxe oHM (PYHKIMOHUPYIOT U O HUX YK€ MPOIKMCAHO B 3aKOHE, IJI€ UX pa3/IeisioT Ha
HECKOJIBKO BHJIOB - aHOHUMHBIE 1 HE aHOHUMHBIE. Pa3HuIIa B TOM, 4YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3peniaeTcs IpOBOIUTH ONepannu 6e3 UIeHTU(PUKALUU T0JIB30BaTENs, a B
HEAaHOHMMHBIX UACHTU(UKALINS TOIb30BATENs ABISIETCS 0053aTENbHOM.

Taxxe cnepyet pa3nuyarh JEKTPOHHbIE (PUATHBIE JEHBIU (paBHBI TOCYAaPCTBEHHBIM BaJIIOTaM)
U DJIEKTPOHHbIE HE(HUATHbIE IEHbI'H (HE paBHbI TOCYIaPCTBEHHBIM BAJIIOTaM ).

OcHOBHBIE COBETHI 110 6€30MacHOM paboTe ¢ ANEKTPOHHBIMU JEHbIaMU:

1. IlpuBsiku K cyeTy MOOMIIbHBIN TenePOH. DTO caMbIil yIOOHBIN U OBICTPBIN CTIOCO0
BOCCTAHOBUTH JIOCTYII K cueTy. [IpuBsizaHHbIN TenePOH MOMOXKET, €ClIn 3a0yIenTb CBOU
IJIATEeKHBIN MapoJib WK 3aiJelIb Ha CAUT C HE3HAKOMOTO YCTPOICTBA;

2. Ucnonb3yit onHopa3oBbie mapou. [locie nepexoia Ha YCHIIEHHYIO aBTOPU3ALIMIO TeOe yke
He OyZeT yrpoaTh ONMAaCHOCTb KpaXku WIIM IepexBaTa IJIaTeKHOTO MapoJis;

3. BeiGepu cnoxHbIi maposb. [IpectymHrkaM OyeT He MPOCTO yrajaaTh CIOKHBIN apoJIb.
Hagnexxnble maposu - 3T0 napoju, KOTOpble COAEPKAT HE MeHee § 3HAKOB M BKIIIOYAIOT B ce0st
CTPOYHbIE U MPOMUCHBIE OYKBBI, HU(GPHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK JI0J1j1apa,
¢dyHTa, BOCKJIMIIATENIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJM CBOHM JIMYHBIC JAHHBIC HA CaﬁTaX, KOTOPbIM HC JOBCPACIID.
3J'IeKTpOHHaH modyra

DNEKTpPOHHAs NOYTa - 9TO TEXHOJIOTHS U IPEIOCTABIISIEMBIE €10 YCIIYTH 10 MEPECBHIIKE U
MIOJTyYEHHUIO AIIEKTPOHHBIX COOOILEHHH, KOTOPbIE PacIpeaeIIOTCS B KOMIIBIOTEPHOM CeTH.
OOBIYHO 3JEKTPOHHBIN MOYTOBBIN SAIIUK BBITJISIUT CIEIYIOLUIMM 00pa3oM:
UMs_TI0JIb30BaTeNA(@UMsL_AoMeHa. Taroke KpoMe nepejaud MpocToro TeKCTa, UMeeTcs
BO3MOJKHOCTb IlepesiaBaTh (pailiibl.

OcHOBHBIE COBETHI IO O€30MaCHOM paboTe ¢ ANEKTPOHHOM MOYTOM:
1. Hayo BbIOpaTh NpaBUIIbHBIN MOYTOBBII cepBUC. B MHTEpHETE ecTh OrPOMHBII BEIOOD

OecCIuIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIydllle JOBEPSATh T€M, KOr0 3HAaeIllb M KTO MEPBbIH B
pEUTHUHrE;



2. He yka3piBaii B TMUHOM moyuTe TU4YHYI0 nHopMaruio. Hanpumep, yuiie BeIOpaTh
"My3bIKaIbHbIN _(haHaT@" wiu "pok2013" BmMecTo "Temal3";

3. Ucnonb3yil ABYX3TallHYI0 aBTOPU3ALUIO. DTO KOTAa IOMUMO IapoJisi HY’)KHO BBOAUTH KOJ,
npucblIaeMblil o SMS;

4. BoiOepu ci0KHBINA TTapoIib. I Ka)XI0T0 IOYTOBOTO SIITUKA JOJDKEH OBITh CBOM HAICKHBIMH,
YCTOMYHMBBIN K B3JIOMY I1apOJIb;

5. Ecimu ecTh BO3MOKHOCTB HaIMCaTh CaMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH ITY
BO3MOKHOCTb;

6. Ucrnonib3yil HECKOJIBKO TIOYTOBBIX SIIUKOB. [IepBbIil 17151 4aCTHOM MEPENUCKH € aJpecaTami,
KOTOPBIM ThI IOBEpSICIIb. DTO AEKTPOHHBIN a/IpeCc HE HAJI0 UCIOIb30BATh IPU PErucTpalyy Ha

dbopymax u caiftax;

7. He oTkpeiBait (haitsiel v Ipyrue BIOKEHUS B IUChMaX, TaXKe €CJIM OHU MPUIILIA OT TBOUX
npysei. Jlydine yrouHu y HUX, OTIIPABIISIIN JIK OHU TeOe 3TH (paiiibr;

8. ITociie okoHYaHUsT pabOTHI Ha TOYTOBOM CEPBHCE TIEPE]T 3aKPHITHEM BKIIQJIKH C CAUTOM HE
3a0ynp Haxath Ha "Beiitu".

KubepOynnuHT miin BUPTyaIbHOE U3EBATEIHCTBO

KubepOynnuHr - mpecienoBanne COOOMEHUSIMH, COEPKAIUMU OCKOPOJICHHUS, arPeCCHIO,
3alyruBaHue; XyJIUTaHCTBO; COLUaIbHOE OOMKOTUPOBAHUE C TOMOIIBIO PA3IUYHBIX UHTEPHET -
CEpBHCOB.

OcCHOBHBIE COBETHI 110 OOPHOE C KHOEPOYIITUHTOM:

1. He Gpocaiics B 60. JIyqmunii crioco0: TOCOBETOBATHCS KakK ce0s1 BECTH M, €CJIU HET TOTO, K
KOMY MOHO 0OpaTUThCS, TO BHaYaJIe YCIIOKOUThCS. Eciu Thl HauHelb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHUSI, TO TOJILKO elle O0JIbIIIe Pa30sKKellb KOH(PIUKT;

2. YrpaBiisiii cBoei KuOeppenyTaiuei;

3. AHOHUMHOCTE B CETH MHHMa. CYH_IGCTBYIOT CIIOCOOBI BBIAICHUTB, KTO CTOMT 3a aHOHUMHBIM
AKKaYHTOM;

4. He cTtout BecTH XyTUTaHCKHUI 00pa3 BUPTyaabHOU *Ku3HU. IHTEpHET PUKCUpPYET BCe TBOU
JNEUCTBHS M COXpaHIET UX. Y JAIUTh UX OyneT KpailHe 3aTpyIHUTEIbHO;

5. CoGumro1aii cBOIO BUPTYAJIbHYIO YECTh CMOJIOJLY;

6. Urnopupyii eanHn4HbIN HeratuB. OTHOpa30Bble OCKOPOUTENIbHBIE COOOIICHNUS JTyYllle
UrHOpUpOBaTh. OOBIYHO arpeccus MpeKpallaeTcst Ha HayalbHOW CTa M,

7. ban arpeccopa. B nporpamMmmax 00MEHa MTHOBEHHBIMHU COO6IJ_[CHI/I$IMI/I, B CONMAJIBHBIX CCTAX
€CThb BO3MOXXHOCTb 6J'IOKI/Ip0BKI/I OTIpPaBKH COOGIJ_ICHI/II‘/JI C OIIPCACIICHHBIX aIPpECOB,

8. Eciu ThI cBUeTENh KNOEPOY/UIMHTA. TBOM AEUCTBUS: BHICTYIIUTH IPOTHUB IMIPECIIeI0BATEINS,
II0Ka3aTh €MY, YTO €ro JAEHCTBUS OLICHUBAIOTCSI HETaTUBHO, MOIEPKATh )KEPTBY, KOTOPOU



HYXXHA IICUXO0JIOTUYECKAask TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOTO TIOBEACHUS B
CCTH.

MoOunbHbIN TenedoH

CoBpemeHHble cMapT(OHBI U TUIAHIIETHI COAEPkKAT B ce0e BIOJHE B3pOCIbI (PYHKIIMOHAM, U
TeNepb OHU MOT'YT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMITboTepaMu. O/1HaKO, CPECTB
3aLUTHI JUI TOJOOHBIX YCTPOMCTB MOKA OUEHb MaJlo. TeCTUpOBaHUE U ITOUCK YA3BUMOCTEN B
HUX [IPOMCXOJUT HE TaK NHTEHCUBHO, Kak Juis 1K, To jxe camoe kacaercss 1 MOOMIIbHBIX

MIPUIIOKEHUHN.

CoBpemeHHbIe MOOMIIbHBIE Opay3ephl YK€ MPaKTUUYEeCKU JOTHAIN HaCTOJIbHBIE aHAJIOTH, OJTHAKO
paciuperue GyHKIIHOHAIA BICUET 32 CO00M OOJIBITYIO CIIOKHOCTh M MEHBIITYIO 3alTUIIIEHHOCTD.

Jlanexo He Bce TPOU3BOAUTEIN BBITYCKAIOT OOHOBIICHHUSI, 3aKPHIBAIOIINE KPUTUUECKUE
YSA3BUMOCTH JJIsl CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI JIs1 0€30MaCHOCTH MOOMIIBHOTO TenedoHa:

Huuero He sBisieTcst mo-HacToseMy OecriaTHeIM. bys ocToposkeH, Beb Korja Teoe
npeyiaraloT OeCIUTaTHBIM KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHeE-TO IJIATHBIE YCIIYTH;

Hymaii, npexzae yem otupaButh SMS, ¢oTo mimm Buaeo. Tol TOUHO 3HaelIb, e OHU OyIyT B
KOHEYHOM uTore?

Heo6xomumMo 0OHOBIIATE OTIEPAIIMOHHYIO CUCTEMY TBOETO cMapTQoHa;
Hcnonp3yit aHTUBUPYCHBIE MPOTPaMMBI IJ1s1 MOOHMIIBHBIX TEJIC(OHOB;

He 3arpy>1<a171 IMPUITIOKECHHUA OT HCU3BECTHOI'O UCTOYHHKA, BEb OHU MOT'YT COACPKATh
BPCAOHOCHOC IIPOIrpaMMHO€ O6€CH€‘I€HI/IC;

ITocre Toro Kak Thl BBIMACIIB C CalTa, TJIe BBOIWI JUYHYIO HH(GOPMAIUIO, 3211 B HACTPONKHU
Opay3sepa u ynanu cookies;

HepI/IOI[I/ILICCKI/I HpOBCprI, KaKHC IUIATHBIC YCIIYT' AKTUBUPOBAHBI HAa TBOEM HOMEPC,

Z[aBaﬁ CBOM HOMCp MOOMIJILHOTO TGHCQ)OHa TOJIBKO JIFOAAM, KOTOPBIX Thl 3HACHIb U KOMY
JOBCPSCIID,

Bluetooth momkeH ObITh BBIKITFOUEH, KOT/A Thl KM HE TOJIb3yelibesi. He 3a0biBaii nHOT 1A
MIPOBEPSTH ITO.

Online urpsr

COBpeMeHHHe OHHaﬁH'HrpLI - 9TO KpaCOYHBIC, 3aXBATbIBAIOIINC PA3BJICUCHUA, O6T>€,I[I/IH$II-OH_(I/IC
COTHH TBICAY YCJIOBCK 110 BCEMY MHUDPY. I/IrpOKI/I HCCICOAYIOT JIAaHHBIN UM Mup, O6I_HaIOTCH ApyT C
APYTOM, BBITIOJHAIOT 3aaHusd, CPAKAOTCA C MOHCTPAaMU U MMOJIY4arOT OIIBIT. 3a YAOBOJILCTBUC
OHMU IUIATAT: MMOKYIAOT JUCK, OIIIIAYUBAKOT a0OHEMEHT HIIN HpHOGpCTaIOT KaKHuec-TO OIIIHH.



Bce a1 cpeactBa uayT Ha NoJAepKaHUE U Pa3BUTHE UIPbI, a TAKXKE HA caMy 0€3011aCHOCTB:!
COBEPIIICHCTBYIOTCSI CUCTEMBI aBTOPU3AIINH, BHIITYCKAIOTCS HOBBIC MTATYH (IIU(PPOBBIC 3aILIATKA
JUISI IPOTPAMM), 3aKPBIBAIOTCA YSI3BUMOCTH CEPBEPOB.

B HO[[O6HBIX HUIrpax CTOUT OIacaTbCAd HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaXu TBOCTO
mapoJisd, Ha KOTOpOM OCHOBaHa CUCTEMA aBTOPU3All MU OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OS30IIaCHOCTU TBOCTO HUI'POBOI'O aKKayHTa:

1. Ecimn npyroit urpox BeeT cedsl IIoXo WK co3aaeT Tebe HeNMPHUsITHOCTH, 3a0I0KUPYil ero B
CIIMCKE UTPOKOB;

2. Tloxanyiics aqMUHHCTpATOpaM Urpbl Ha MJI0OXOE MOBEJEHHUE 3TOTO UIPOKA, JKeIaTeIbHO
MPUIOKUTH KaKHE-TO J10Ka3aTeIbCTBA B BUI€ CKPUHOB;

3. He yka3sbiBaii TuuHyto uHGOpMaluio B mpodaiine urpsl;
4. YBaxau Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeounaabHbIE TATYA U MOJIBI;

6. Mcnonp3y# CIOKHBIE U pa3HbIE MTAPOJIH;

7. Jlaxke BO BpeMsI UTPbI HE CTOUT OTKIIIOYAaTh aHTUBUPYC. [loKka ThI Urpaeiib, TBOH KOMIBIOTED
MOTYT 3apa3HTh.

OUIUHT WM Kpaka JUYHBIX JaHHBIX

OOBIYHOM Kpaxkel ACHET U JOKYMEHTOB CETOJHS YK€ HUKOTO HE yJIMBHIIb, HO C pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 3JI0YMBIIIUICHHUKY IEPEMECTHUIINCH B UHTEPHET, U MTPOJI0JDKAIOT
3aHUMATHCS "TFOOUMBIM" JEJIOM.

Tak mosiBUIIack HOBast yrpo3a: HHTEPHET-MOIICHHUYECTBA WK (DUILIKHT, TJIaBHAS e]Tb KOTOPOTO
COCTOHT B IMOJIy4YCHUN KOH(PHUICHIIMATBHBIX JAaHHBIX ITOJIB30BaTEIICH - IOTHHOB | napoJieii. Ha
AHTJIMICKOM si3bIKe phishing untaercs kak ¢ummHr (0T fishing - peiOHas 0B, password -
1apoJib).

OcHOBHBIE COBETHI 10 60pbOE ¢ PUIIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl IOJI03peBaelilb, 4T0 TBOS aHKETa ObLIa B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATh €€ M COOOIIUTh aJMHUHUCTPATOPAM pecypca 00 ITOM Kak MOXHO
CKopee;

2. I/ICHOJ'II)?»yﬁ Oe3oImacHbIe Be6'CaI>’ITLI, B TOM YHCJIC, HHTCPHECT-MAra3nHoOB 1 MOUCKOBBLIX CUCTCM;

3. HCHOJ’II)?»yﬁ CJIOKHBIC U PA3HBIC MTApPOJIH. Takum o6pa30M, eciau Teos B3JIOMAroT, TO
3JIOYMBIIUJICHHUKHU 1TOJIY4YaT JOCTYII TOJIBKO K OJHOMY TBOCMY HpO(l)I/IJ'IIO B C€TH, 4 HC KO BCCM,

4. Ecau Te0s B3JI0MaJik, TO HCO6XO,Z[I/IMO npeaynpeanuTb BCEX CBOUX 3HAKOMBIX, KOTOPBIC
,Z[O6&BJICHLI y TeOs B APY3biX, O TOM, YTO TeOs B3JIOMAJIH ", BOBMOXXHO, OT TBOCIO UMCHHU 6y,[[eT
pacChlIaTbCA CIlaM U CCBLJIKU Ha (I)I/II_I_II/IHFOBBIG CaﬁTLI;



5. YcranoBu HagexHbIH napois (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKII0YM COXpaHEHUE NapoJs B Opaysepe;

7. He oTkpbiBaii ¢ailiiel v Jpyrue BIOKEHUS B IHChbMAX, 1a)Xe €CIIU OHU MIPHIIUTH OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTIPABIISUTA JTU OHU TeOe 3TH (paiibl.

[udposas pemyrarus

udposas penyranus - 3T0 HEraTUBHAS WJIH MMO3UTHBHAS MHPOPMALUs B CETH O Tebe.
Kommnpomerupytomast uHGpopmanus, pasMelieHHas B UHTEPHETE, MOYKET CEpbE3HbIM 00pazoM
OTpa3UThCs Ha TBOEU peanbHOU ku3HU. "Lludpoas penmyrauus" - 3T0 TBOM UMUK, KOTOPBIN
(dbopmupyetcst u3 nHpopMaluu o Tede B UHTEPHETE.

TBoe MecTo KUTENbCTBA, y4eObl, TBOE (PUHAHCOBOE MOJIOKEHNE, 0COOEHHOCTH XapaKTepa 1
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue noJpocTKH JETKOMBICIEHHO OTHOCSTCS K IYOJUKallMU JIMYHON HHpopManuu B
WuTepHere, HE MOHUMAs BO3MOXHBIX MOcaencTBUM. Thl 1axe He CMOKEIIb I0TaJaThCsl O TOM,
yto (hoTorpadus, pasmenieHHas 5 JeT Ha3a/l, cTaja MPUYMHON OTKa3a NpUHATH TeOs Ha padoTy.

KomMmeHnTapuu, pazmenienne TBoux gpororpaduit U Ipyrue JeiMcTBUs MOTYT HE UCUE3HYTh JIaXKe
MIOCJIE TOTO, KaK Thl MX yJaluilb. Thl HE 3Ha€lIb, KTO COXPAHUI 3Ty UH(OpMaIHIo, onaia Ju
OHa B NMOMCKOBBIE CUCTEMBI M COXPAHUIIACh JIM OHA, a TJIABHOE: UTO MOAYMAIOT O Tebe
OKPYXKAIOIKE JIIOIU, KOTOPbIE HAUIYT ¥ YBUAAT 3T0. Halitn nHopmaimio MHOTO JIET CIyCTs
CMOJXKET JIF0O0H - Kak U3 J0OPHIX MOOYKICHUM, TaK U ¢ HAMEPEHUEM NMMPUIUHHUTH BPEa. DTO
MOXET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI IO 3alTUTE IU(POBOI peITyTaIuu:

1. [Toxymaii, mpesxie 4em 4To-To MyOIMKOBATh U MepeiaBaTh y cedsi B O60re WK B COLIMAIbHOM
CceTH;

2. B HacTpoiikax nmpoduis yCTaHOBH OIPaHUYCHUS Ha IIPOCMOTP TBOETO MPOQMIIS B €T0
COZEP)KUMOTO, ClIeJal ero ToJbKO "njis Ipy3ei”;

3. He pa3memnaii u He yka3biBaii HHGOPMAIIHIO, KOTOPasi MOXKET KOT0-JIM00 OCKOPOJIATh WU
00MXKaTh.

ABTOpCKOE TIPaBO

COBpeMeHHHe MIKOJBHHUKH - AKTUBHBIC ITIOJIB30BaATCIIN HH(prBOFO MMpOCTPAHCTBA. OI[HaKO
JaJICKO HC BCC 3HAIOT, YTO IMOJIb30BAHHEC MHOTMMH BO3MOXKXHOCTAMHA I_II/I(i)pOBOFO MHpa Tpe6yeT
CO6J'IIO,Z[6HI/I$I IIpaB Ha UHTCIICKTYAaJIbHYIO COOCTBEHHOCT.

TepmuH "HHTeNIEKTyaIbHAs COOCTBEHHOCTB" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSAM
YeJI0OBEYECKOro yMa, Ha4MHasl C HOBBIX U300peTeHnH 1 3HaKOB, 0003HAYAOLINX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIYTH, ¥ 3aKaHYUBasi KHUTaMu, (poTorpapusiMu, KWHO(PUIBMaMU U
MY3BIKaJIbHBIMH [TPOU3BEACHUSMHU.

ABTOpCKI/IC IpaBa - 3TO IIpaBa Ha UHTCIIJICKTYAJIbHYIO COOCTBEHHOCTH Ha IMPOU3BCACHU HAYKH,
JIMTCPATyphbl U UCKYCCTBA. ABTOpCKI/IC IIpaBa BBICTYIIAIOT B KaUCCTBC 'apaHTUH TOT'0, YTO



MHTEIUICKTYaJIbHBIN/TBOPUECKUN TPy aBTOpa HEe OyAET HAPACHBIM, JACT €MY CIIpaBeIBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3yJabTaTax CBOETO TPY/a, MOIyYHTh U3BECTHOCTh U IPH3HAHUE.
Huxkro 6e3 pa3pemieHust aBTopa He MOXKET BOCIIPOM3BOIUTH €T0 IPOU3BEACHUE, PACIIPOCTPAHSTD,
MyOJIMYHO IEMOHCTPUPOBATH, IPOJABATh, UMIIOPTUPOBATh, IyCKATh B MPOKAT, IMyOIMYHO
UCTIOJHATD, TIOKA3bIBaTh/UCIIONHATH B dHpe WK pa3meniaTs B IHTepHeTe.

Hcnonp3oBanue "mupaTckoro"” mporpaMMHOr0 00ecriedeH sl MOXKET PUBECTH K MHOTUM
pHUCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKHPOBKHU TBOETO YCTPONCTBA, T1ie
yCTaHOBJIEHA HeJIeTabHas mporpamma. He cTout Taxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETaJIbHBIC
1 OecIuiaTHbIE TPOTPaMMBbI, KOTOPBIE MOYKHO HAWTH B CETH.

O noprane

CeteBUYOK.p( - TBOH TJIaBHBIN COBETYMK B CETU. 3/1€Ch Thl MOXKEIIb y3HATh O O€30TaCHOCTH B
CETH TIOHSTHBIM M JIOCTYITHBIM SI3BIKOM, a TP BOZHUKHOBEHUU KPUTUUYECKON CUTYyalIUN
00paTUTHCS 32 COBETOM. A Tak)Ke MPUHATH Y4aCTHE B KOHKYpPCAX M CTaTh CaMbIM IU(POBBIM
rpaXxJaHUHOM !



